succrna

Easy Auditor

Product Datasheet

Easy Auditor is a software module that allows you to easily audit for
compliance, security or day to day operations. The only real-time auditor
solution for Scale out NAS. “No lag” auditing!!!

Superna Eyeglass©
Easy Auditor

The Easy Auditor module simplifies and
lowers the cost of auditing and
protecting file system data. It introduces
real-time auditing features to enable
proactive protection of data with
automated responses to security events
leveraging SnapshotlQ snapshots and
user data access lockout. In addition to
real-time auditing, traditional reporting
and search of audit data using simple
search, scheduled queries and pre-built
reports.

Key Features
1. Active Auditor - Real Time Audit
Triggers - Automate security, "No
MORE Report Reading"
a. If this happens and OR that
happens send an alert,

triggers do not use the
database and process
event data with stream
based analytics.

. Predictive Analytics - Each

custom trigger created
evaluates event data over 1
minute intervals and every 5
minutes a prediction
computation runs to provide
more accuracy to your
security policies getting
triggered.

. Combine path, user and

event types into a
customized real-time audit
policy that continuously
monitors events and fires a
trigger when the condition is
met.

. Geofencing by user or path

- Network Aware Security -
Real-time triggers can use
the source ip of hosts or
even entire subnets. This
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allows a whole new security
layer that can alert when
access to storage is from
authorized subnets or
detect remote access from
VPN or Wifi Guest networks
Combined with user, path,
file action, file name and
more options powerful
Geofence polices can be
created to secure your data
with network aware policies.
2. Real-time auditing features Per user
mass file delete detection, alerting,
and file system protection with
snapshots
Data Loss Prevention detection,
alerting, and prevention of bulk data
copy of sensitive data
4. Wiretap

a. Real-time user access
decoded by file action
Monitor the file system
activity by user or by path
Monitor application

b.

C.
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workflows, performance
issues, security events
based on the sequence of
file actions

5. “Where did my folder go?”

a. Accelerates locating and
data recovery from “lost”
data caused by users drag
and drop of NAS folders

. Tracks directory renames
by user ID to identify lost
data current location and
previous location

6. Provides scheduled and
on-demand file audit reports
Stale data access

a. Excessive user share
permissions

b. Top user access (create,
delete)

. Scalability features for Scale Out
NAS Reduced auditing costs with
the ability to store billions of audit
events stored with inline
compression
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8. Supports Isilon storage for cost
effective long term retention of all
audit events without loss of audit
granularity leveraging Isilon
HDFS protocol

9. Protection of audit data using
Isilon SynclQ, SnapshotlQ,
Smartlock and Superna Eyeglass
DR capabilities

.

Visit the product page at
https://www.supernaeyeglass.com/easy
-auditor

Contact us at sales@superna.net
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